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Motivation: Routing attacks are practical
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Research and commentary on digital technologies in public life

Web3d is Going Just Great

w Attackers exploit fundamental flaw
Celer Network's cBridge suffers BGP hijacking in the web’s Security to steal $2

attack, users lose combined $240,000

The Celer Network's cBridge project was targeted with a BGP million in Cry'ptocurrency
hijackingw attack. Users who tried to access the bridge's m
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Hackers emptied Ethereum wallets by breaking

the basic infrastructure of the internet $83k in bitcoins 'stolen' through BGP hijack
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Motivation: Ethereum is a valuable target

‘ Ethereum ETH

$1,974.85
5,417.87
4,063.4
2/708.94
1,354.47
Market data
Market cap. 24H volume Circulating supply Total Supply
$238.24B $11.63B 120.69M ETH 120.69M ETH

Source: crypto.com



Background: The chain is extended using Proof-of-Stake
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Background: Ethereum relies on a P2P overlay
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Background: P2P traffic is routed over the Public Internet
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We propose two practical attacks that exploit

routing and PoS mechanisms

Target Effect Method
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StakeBleed

One short
@ 1x 9 hijack

KnockBlock

Tools

BGP Router

BGP Router
Validator



StakeBleed prevents validator participation
IN consensus

Block 3

—— Ethereum connection -$$ $

Hijacked connection by AS8 Canonical Chain Minority Chain

8



StakeBleed halts finality and damages validators

Lack of Finality
Applications stall
Users lose trust

Financial Damages
Hijacked validators lose rewards and receive penalties
-$$ - Non-hijacked validators lose rewards
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Non-hijacked Validators lose part of their rewards
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Validators lose over 80% of their expected revenue when the leak is

triggered.
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Hijacked Validators suffer increasing penalties

With leak - - _
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Total Penalties (Eth)
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The inactivity penalty grows quadratically over time as the attacker
maintains the partition that keeps the chain in the leak state.
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KnockBlock prevents validators from proposing

Validator Set Schedule

RANDAO TX Pool

Slot 1: X1
N Slot 2: X2
Slot 3: X3

12



KnockBlock yields higher proposer rewards and

damages other validators

Higher rewards
Proposal rewards from attestations
V$$$ - MEV rewards from wider TX Pool

>

Financial Damages

\, - Hijacked proposers: lose proposal rewards

-$$ - Validators: lose rewards from late attestations

\Y,
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KnockBlock yields higher proposer rewards

Normal Block: 91 USD
KnockBlock Block: 500 USD

\Y,
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KnockBlock attackers extract higher MEV

+44.5%

MEV after| T ]
Full Slot

MEV after | I |
Missed Slot
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Proposals after an empty slot on average extract 44.5% higher MEV.
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Our attacks are possible because we can map blockchain
iIdentities to network identities
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Validators are concentrated in few IP prefixes
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0.00

=
o
S

0.75}
0.50 |

0.25}

Leak Threshold
O
20 40 60 80

Number of Prefixes

>1/3 of validators are hosted in just 29 prefixes.
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Validators are concentrated geographically

> 36%
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Distribution of Nodes and Validators over Countries
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The United States host more than 36% of Ethereum’s validators.

~ 90%
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Validator nodes are vulnerable to routing attacks

Permissive / No ROA
and </24 prefix

Always successful

ROA or /24

(~50% success)
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StakeBleed is practical because of validator @?ﬁ
centralization
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Hijacking 29 prefixes for 2 hours can trigger an leak inflict damages
worth ~300 ETH. Even without a leak, hijacking 29 prefixes for 3 hours

cancause a 379 ETH loss.
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KnockBlock is practical and stealthy because of I I
proposer schedule predictability and short hijacks ®

Prediction lookahead: ~12.8 minutes
Prediction accuracy: 99.97%
BGP Hijack Time-to-Effect: ~90 seconds

BGP Hijack Effective Duration: 12 seconds
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Routing Attacks on PoS Ethereum: A Systematic Exploration

Conclusion
¥ We can map validators to Network IDs

¥ Routing Attacks are practical, stealthy, and profitable

® Research is needed in cross-layer blockchain security
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